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Highlights  

 

— With agencies facing a 
surge in telework, 
federal guidance 
outlines universal 
security capabilities to 
consider  

— IBM Cloud Pak for 
Security is a security 
platform that can help 
organizations meet key 
security capabilities 

— IBM Cloud Pak for 
Security addresses 
situational awareness, 
incident response and 
enterprise threat 
intelligence, in one 
platform 

 

 

 

 

CISA Universal Security 
Capabilities 
How IBM Cloud Pak® for Security uniquely 
addresses key capabilities 

The Department of Homeland Security (DHS) Cybersecurity and 
Infrastructure Security Agency (CISA) released the Trusted Internet 
Connections 3.0 Interim Telework Guidance to provide guidance to 
federal agencies as their telework needs surged due to the COVID-19 
situation. The document outlines guidance on what agencies should 
be considering to ensure they stay secure while enabling their 
employees to work remotely. Similarly, the Telework Guidance was 
recently folded into the newly released Trusted Internet Connections 
3.0 Guidance which is used by the entire U.S. Government as 
guidance for securing their environments. Since the U.S. Government 
agency tasked with centralizing security policy and procedure is 
making these recommendations, organizations of all sizes should be 
looking to this guidance for best practices on how to secure their 
environments as well. 

The guidance covers Universal Security Capabilities for agencies to 
review as they consider how a surge in telework affects changes to 
their enterprise. IBM Cloud Pak for Security is a solution that can help 
organizations meet key capabilities because it is a unique situational 
awareness platform used for incident response based off the most 
current and expansive enterprise threat intelligence. 
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Universal Security Capabilities that 
IBM Cloud Pak for Security addresses 

Capability Description 
 

NIST CF Mapping 
 

Telework-Specific 
Implementation 
Guidance 
 

IBM Cloud Pak for 
Security 
 

Situational Awareness Maintaining effective 
awareness, both current 
and historical, across all 
components. 

ID.AM, ID.RA, PR.DS, 
PR.IP, DE.AE, DE.CM, 
DE.DP, RS.CO 

Maintain awareness from 
agency services. 
Maintain awareness of 
agency users. Agencies 
should seek integration 
of any new CSP 
telemetry into 
centralized situational 
awareness tools. 

IBM Cloud Pak for 
Security is the only 
platform on the market 
that can provide visibility 
into product telemetry in 
one centralized 
situational awareness 
tool. Organizations can 
investigate incidents 
across all products, 
providing a holistic view 
into security threats.  

Incident Response Documenting and 
implementing a set of 
instructions or 
procedures to detect, 
respond to, limit 
consequences of 
malicious cyberattacks, 
and restore the integrity 
of the network and 
systems. 

ID.GV, ID.RA, PR.IP, 
DE.DP, DE.AE, RS.RP, 
RS.CO, RS.AN, RS.MI 

Account for remote 
devices. Track users, 
especially doing things 
inconsistent with typical 
telework. Monitor shared 
services for misuse and 
breach and adapt 
response plans and 
activities accordingly. 

Security Orchestration, 
Automation and 
Response (SOAR) 
capabilities are at the 
core of IBM Cloud Pak for 
Security. They enable 
security analysts to 
automate common 
security operations and 
incident response 
processes as well as 
orchestrate tasks across 
teams and tools. 

Enterprise Threat 
Intelligence 

Obtaining threat 
intelligence from private 
and government sources 
and implementing 
mitigations for the 
identified risks. 

ID.RA, DE.AE, DE.CM, 
DE.DP 

Agencies should seek out 
and adopt any new 
threat intelligence feeds 
which align with new 
services or delivery 
mechanisms deployed. 

IBM Cloud Pak for 
Security can pull in 
threat intelligence from 
IBM Security X-Force to 
provide organizations 
with a threat score 
prioritized to their 
industry and geography. 
Organizations can then 
scan for indicators of 
compromise (IOCs) in 
their environment to see 
if they are affected by the 
threat. 
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Why IBM? 
IBM Security offers one of the most advanced and 
integrated portfolios of enterprise security products and 
services. The portfolio, supported by world-renowned 
IBM X-Force® research, provides security solutions to 
help organizations drive security into the fabric of their 
business so they can thrive in the face of uncertainty. 

IBM operates one of the broadest and deepest security 
research, development and delivery organizations. 
Monitoring more than one trillion events per month in 
more than 130 countries, IBM holds over 3,000 security 
patents. To learn more, visit ibm.com/security. 
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For more information 
To learn more about IBM Cloud Pak for Security, please 
contact your IBM representative or IBM Business 
Partner, or visit the following website: 
ibm.com/products/cloud-pak-for-security 

 

 


